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t1£LECQMMUNICATIONS SERVICES APPARATUS 

. This inventicm ccxncems the field of telecozmttimicacioiis and in particular messagixig 
systezQs for use ^tii mobile telephone netwoilra. 

5 Text Me$$a^aig is established as a popular and effective means of oonununicaiion fox 
users of mobile telephones. The Short Message Services (SMS) of tfce GSM molnle 
tdephony system provide sn example of such a text messaging faciEty. and support for 
the composLtion* transmission and rec^Jtion of Short Messages is present in ib^ 
ma}oiity of OSM mobile temiinals. SMS text messaging requites alphanumeric entiy 

10 usi]^ the standardised Man Machine Ihisi&ce (MMI) of the mobile handset, md also 
requires ifaat the message be addressed 10 the desired tecqsient Otfa» fomis of te?ct 
m^j^ftging include EMS (Enhanced Messagmg Service), MMS (Mvltipiedia 
Messaging Service) and all suidh forms of text messs^ing are incl-qsively lefeired to be 
the term text messaging fox the remainder of This <kfcmp&ox^ 
15 . . 

For person-io-person messaging, the destination address for a text message may 
typically be specified eitber by entering a Mobile Station ISDN rxumber (MSISDN) 
that is the mobile telephone number of a desired recipient. Or by $eleci5ng an entry 
from the handset's address book diat already has the desired MSISDN or other address 

20 pre-prograirmied io. The address book normally provides the address by using 
alpfaanunaeric look-iqy of a name. 

The text nir^^gg?^g mechanism was originally defined for voice msdl alerts in the form 
of SMS, and was extended to mobile-to-mobile text messaging, and later used for 
25 communication between mobiles and £bced entities in the network known as SMS 
Hosts. SMS Hosts are typirally used for receiving the results of SMS voting events, or 
transmitting messages such as football results in bulk to users who subscriber to a 
premimn service for example. SMS Hosts are responsible for an increasixag proportion 
of SMS traffic. 

30 
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One of the feanires of text messaging is that an identifier conespondrng to the sender $ 
identity is noimally transmitted to the xedpient For example, in the GSM Short 
Message Service (SMS) it may not nomaUy be opdonaUy withheld by the sender. 
Exceptioj3is tp this inchxde certain specialised services vtfhich may be ofifered by an 
5 operator- such as chat or dating whereby an alternative or temporary CLI is presepited 

-tt> the redpiem^ peraoitting reply but-obscvrmg the. originaior'sjafiniity- Apart fipm 

such exceptions, the CaUwog liae Identity (CLI) is nomially sent and may be displayed 
in ihe fotm of an MSiSDN, thon^ most handsets will translate fiiis to an 
alphanumeric name if there is a corresponding MSISDN entry in the handset's address 
10 book. Tlds provides ease of recognitioii of the s^der. without the recipient having to 
remember telephone minibers. The mobile CLI feamre is analogous to the CLI faaiixy 
available on fixed reworks. Another benefit of receiving CLI is that a reply to the 
mess^ is more easily achieved, vrfthoui having to explicitly sjjediy the return 
address. The MMI fer mobUe handsets in GSM defines Reply as a standard feature. 

15 

As an ahemative to tzansmission of the CLl idmtijSer as an MSISDN. the GSM system 
also siqipoals, for mobile terminaied messages, the Tjansmission of a daort 
Alphanumeiic value orioame of up to II diazacters instead. Sixpport for reception and 
oozrect display of an Alphanumeric CLI is widely available on recent mobile 
20 ^lei^nes. This &cfliiy is being used increasingly by SMS Hosts to brand the 
messages t!mt are sent to subscribers. In most cases^ telephone numbers associated 
with SMS Hosts or companies originatmg btand-rdated SMS tcafiBLc would not be pre- 
programmed into recipients* handsets. The CLI of such messa^s would djercfixre 
carry no value to die user in promoting or recognising the Identic/ of the message 
25 source. By usmg an atphammoeric CLI (such as 'Coca-Cola* or "Hertz*) the user i$ 
munediaiely able to recognise the source, instead of receivii;^ a message fiom an 
umecognised number. 

By using the built-in rq)ty fimcdon. most handsets are able to reply to a message that 
30 has dja alphanumeric CLL In this case, the alphanumeric address becomes the 
destinailon address of &c reply message, altfiough in most cases the network will not 
support deliveqr of such a reply message. 
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In many cases, Imndsets are also able to originate messes with an alphanuniOTLc 
desdifitdon addiess. and as services tibat make use of alphanumeric addresses increase 
in populariiy il is likely fliat handset xMnufactcrers will also improve the MMI in this 

Prior art aEows a mobile siibscriber to send a text in^^age from a mobile handset and 
have the message delivered as an email to a specific email addjfess. However the 
syntax for specifying the emaU address on the mobile handset is cumbersome and 
10 slow, and hence the facility whea offered by a networfc is relatively Irtde used. A 
further disadvantage of thi$ atfanganem is that the user must know in advance the 
desired destination email address. Although the domain uame of many comp^es can 
be guessed, the complete email address of a company department that is able to handle 
messages or queries sent by email is generally uiot guessable. 

An additional complexityr of such SMS to email services is that the reply path requires 
a coixdadon mechanism. When a message is originated fiom an email address and 
delivered ID a mobile telephone, it is desirable tfm the mob 

reply to the seader using the SMS Reply fbncti«i of the handset's MML To do fliis the 
20 CLI field of the. origidal message delivered to the hand»c must contain a valid reply 
address. Since Tuscan be either aiiMSISDNmmiber or aa chaiactBr aljAanimiOT 
string, it is not generally possible to direcdy Store an email address there since it would 
usually be TOO long. Consequendy the network must maintain a correlation me chanism . 
Typically, a special CLI value is generated and sent to *e mobile handset with tiie 
25 message. The network Stores the CLI value and the cor3«sponding seiEidar's email 
midrryy When tiiB user replies, the special CLI is used as ttie destinaiion address. This 
address causes the text message to be directed to Ae networic*s SMS-to-email gateway. 
\vliere the cozxesponding destic^ 

30 A furdier shormoming of current SMS addressing means is tiiat it is not generally 
possible lo call someone's mobile telephone numb« if you do not know it. even 
&ougfa you may know their company name and extension number. VPN services allow 




this but only if the caUer belongs to die same dosed useir group. People wiibin the 
same company VPN may call each other using shott numbers* bui outsiders cannot 
make use of tihds facility. 



5 ft is also common for coiporate messagmg systems to include a fecility \^*ereby 

Messages iray'^eleitt^from'aliOTi^ uitOTBl ocfmpuier LAN' or liilianerthaT are 

then conveited to mobile text messaging format mi sent over the to a mobile 
telephone to be ddiveied as a text message. In this way messages may be easQy sent 
ftom any fixed compuitt tenninal attached m the company LAN to my othCT ^ 
10 employee^ vx the manner of a VPN- or to any mobUe phone. Typically the xnessages 
are converted to mobile air-interi&ce fomiai: by use of a serial connecdon to a real 
mobile handset fliough other means aice possible. sctcSi as by means of a ho^-type 
comiecdon to aa SMSC. 

15 •'On njet' employees (who aie part of the VPN) woold find it useful to be able to reply 
using the normal reply fuucrion of their bandset^s MMI. and to have the reply directed 
back to -flue origiaatizig computer terminaL- or an assodated maU xcoudSl on the 
ccmpany's LAN- However it is not generally possible for the mobile telqjhone user to 
either originate text messages that arc deliverable to a corpcrace LAN< or to reply 

20 messages firom such a corporate LAN. This is because the addressing c^qpabiHties of 
mobile text messaging are designed aroxmd an ISDN nuctibering plaix. w*iilst us^ 
idemities within a coiporate LAN enviranxnent are typicaUy short codes Aat are only 
unique within the company , 

25 The present invenrion solves this proWem* allowing two way text messaging between a 
corporate LAN and a mobile handset, while udlismg the familiar short code addresses 
that are common -mihin VPNs. 

According to the invention there is provided a means for 2-way text messin g 
30 between a corporate LAN. fattanet or other computer netwodc hexeon refened to as a 
corporate network user, and a mobile handset, such that messages initialed from the 
corzxpuier network side may be delivered to the handset while pr^enting a short-code 
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CLL and allowing the rcciplent to jeply to the message using the xioimal mobile 
handset leply jEiincrion such ftat the reply is delivered back to the correct corporate 
network with addressing infonnation that allows it to be deliverable to the initiator. 

5 According to Figitre L a corpora^ j^ork [2]. typically TCP/IP based though other 
technolo^es are appUcabte, has attached user terminals or xvorkstations [1]. The 
network permits ii$ers to send text naessa^s fiom the computer termmal [I] destined 
for mobile telephones [12] which may or may not belong to employees of the same 
company and Clinch Boay be on any network- The corpcoate computer network 12] is 

JO ootmected via one or more ladio telephcHies [3] to enable antomatic sending of 
messages entered on computer terminals [1] as text messages over the air interne to 
transcd^esis [4] in. a mobile telephone network. The message passes via Base station 
subsystem BSS [5] and Mobile Switching Centre MSC [6] and is intercepted by an 
SMS RoTiter [7] before arrival ac a Short Message Service CenUe SMSC [i}. The SMS 

1 5 Router direct-dettvers the message via an MSC [9]. BSS [ 1 0] and aii irtterfece [11]. 

Operation of the invention is fecilitated by mnovative use of ibe Reply-Path function 
defined for GSM mobile telephone systems. In n(Hmal use« each mobile handset is 
prbgrammed with one or more de&utt SMSC addresses. Mobile or^timted messages 

20 iniiiaGed fiom &ay network, even v^^bdlst roammg, axe direaed first to an SMSC of the 
subscriber's home network. The Reply-Fa& fimcdcKi changes tihis standaid behaviour 
and was designed to aUow a message recipient to send a single repb't^ am^sagevia 
the Shcm Message Sendee Centre of the sender's network, instead of via his own 
service centre. In this case, the reply may be free of charge to die redpienct but in^sad 

2S may be diargeable to the ooriginacor. In practice al&ough the Reply-Path feature is 
implemented in the majority of mobile handsets, the SMSCs and networks do not 
support the incended functiormlity. The present invention makes use . of the handset 
supEX>rt for Reply-Path. 

30 In a preferred embodim«tiL a user on a corporate network [2]. desires to send a text 
message fiom the computer termizials [1] to a mobile telephone [12] which may be on 
^ny network. The u^. the "initiaior*. conrposes the tnessage arnd sends it via Ifae 



compurer network. The xneans of compositioa may involve use of an email cUmi. or 
may be a dedicated interface for sending text messages fiom a LAN. Alternatively the 
Internet may be used. 

3 The message is 3ddx9ssed in some way whicb specifies the destination telqjhone, Xbi$ 

taayb^a"shon cod^^but'is'preferablya fuU^MSJBDN so tbartheTnethodof sending-to" 

on-net and off-net recipients is the same. Being on a coxpoxate LAN. this is no 
disadvantage to the user, since a user-interface may be provided Aat allows the 
recipient to be selected easily by name bom a Hst or by another method. 

10 

The corporate neiwoxk is carmected to the nK>bile telephone netwoxic hi vMdIx the 
invention is implemented. This may be via one or more dedxcatisd handsets, typically 
connected to the computer network via setial connecdons. or a computer conxamizig a 
GSM plug-in card or the like, that can be dectrooically uostructed to place calls or 
15 send text messages by means of commands over an inter&ce. Other methods ate 
possible, for example via a iK^st mter&ice to the networks where die a^pparatiis 
implementing &e invention is arranged to be able to intexc^ tte$e messages. 

Each cojpoiate netwotk client of die system is pre-assigtxed a unique 'Short Message 
20 Service Cenne (S&^C) address'. This address is the same as one of a number of 
addresses assigned to liie SMS Router or other equipment tiiat impl^nj^nl^ the 
invention. This adcfaess is used by the system to identify the cozporase network, and to 
direct responses to its users. The corporate network addresses all outgoing messages to 
its assigned SMSC address tiiereby ensuring that all such messages are routed by the 
25 network to the ^aratus instead of to a real SMSC. 

In this ^cample die text message is sent over the air mtetface mlo the mobile network. 
The message.propcrdes at lids poim ace — . 




7 



Fononat 


Text menage mobile oiii^natsd 


SMSC desdxxaiioii 
address 


A px^-assigned SMSC address l3xat hoih idemifies the sending 

coipOraie network and also causes the message to be routed to die 

app^EFatus. 

e,g, 07800000100 


Destmadon Address 


The destinatic^ user's mobile number 
4447800123456 


Originating addles 


Onginatmg CLI of me corporate network s CSM inlgrlace equipaneni: 
or handset. 

e.g. +44 7879 1234S6 


Content 


Identity of sender pluS.Message 
4254.Plea5e call Jolm 9t th^e office. 



The idendty of tfae sending company must be detennjyjable by the ^paratus. In the 
preferred embodiment this is identified by the SMSC address used in the outgoing 
5 messa^^ M^ch is unique for each partlciparing organisation. Otfier methods are 
pos^ble. such, as inchadjbqg a con^pany identifier in the message coixtent or in the 
originating address field. 



To prevent spooling of sender idemities by other compaines or maKcious users, the 
10 SMS Router may be configured to only acc^t messages for processiing by the 
invention if liiey originaie from Hie knowi CLIs of the GSM ixxterifeces of associated 
corporate networks, or from other whitelisted numbers. Optionally the CLI of the 
GSM inter&ce may also be checked for coxrespondence ^vitfa the SMSC addres$ used, 
to prevem one associated corporate netwodL fiom spoofing anorther . 

15 

In the prefenred embodiinenl the message is intercepted by an SMS Roater, As 
described this been achieved try using a special pre-assigned sendee cexstre address 
for each coiporace netwodc. thai both serves to identify the corporate network and a 
global lide for routing the mess^i^ to the apparatus. This allows the xjoobile network to 
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simply rome a block of Globa] Titles to the SMS Routei(s) and allows the router to 
detennine &om the Global Title used in any reply to which corporate xistwotk the 
reply belongs. Tte SMS router mmntains a lookup table which associates the pre- 
ass^ned SMSC addresses with an MSISDN for the GSM intfirfax:e of the coipoiaie 
5 network to which each is ^igtied. 

In dn altem^ve embo^fimenc this part of die invention could be implemented within 
an SMSC instead of within an SMS HouGer. 

10 In the piefenred embodiment the SMS Etouter determines that ih^ message is 
addressed to & pte-assigned service cemre cumber that lndicats$ that the message is to 
be bandied accoxdSng to &s invendon. AcconSngly. the message is transfonned so that 
die messa^ properties are — 



Fonnat 


Tejct mess^e mobile tertnioated 


SMSC source address 


eioballiile of SMS Rout»(s) 
e.g. 07800444444 


Destination Addiess 


+447800123456 


QnginaTiTifr address 


4254 


Content 


Please call John at the ofSce. 


Reply-Patih request 
Indicator 


Set 



15 

Tbe origiuator's identity has been extracted jBrom the message as placed into the CLI 
field The SMSC address used for routing the message to Ihe apparatus is now present 
identified as the SMSC source address. 

20 Tbe Reply-Path indiratoris set. 

The SMS Router then direct-delivexs the message to the intended recipienl; withont 
involving an SMSC. In the event of non-dell very, the message may be directed to an 
SMSC for late- sioie and forward delivery, or may be -nacked* back to the sender for 
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him to try laiex. Ateematively, automated retry may be implemeHtcd within tiie 
CQxpQxate netwoik or GSM inter&ce coznputen 

A key feature of the inveaticm is that ou receipt of the message- the recipieiit may reply 
5 using tie built in MMI teply function inhis handset. If lie does so, because the Reply- 
Path indicator is set, the handset will direct the reply aot to the normal default SMSC, 
but to the Global TStle of the SMS Route£($) which iwas set as the origiiiating SMSC 
addxess in the message. 

10 The ptcoperdes of tihe reply message althis point are — 



Format 


Text message ntkoMle ori^nated 


SMSC destiiiadon 
address' 


GtobaniileofSMSRoutcr(s> ^ 
e,g. 07800444444 


DestiDiSrtioxi Address 


4254 


Qngizjating address 


+447800123456 


Contenc 


Will meet at 0S:30 



Whrai the SMS Rotiter receives a message directed to its own global tctle it knows that 
tills is a roBSsage or a neply according to the invention- Messages and lepKes may be 
15 distingoished by the SMS router by jneans of the source (CLI> MSISDN. CLIs 
corresponding to the GSM interf^e of an assorfaicd corporate network idendft^ an 
outgoing message from a corporate network. Other CLIs may be trea;ced as replied to 
be defivered to the corporate network identified by ihe specific global trfle used, 

20 hi this case- the SMS Router uses the spedfic Global tide 07800444444 to defcermine 
the idetttity of the recipienl company, since thjae is a one to one correspondence, a^id 
uses the destination address as the idenlifier of the imraded recipienL 

In a prefocred embodimeoL the message is them converted to mobile tewninated format 
25 and delivered to the cotporate network GSM interfece of the corresponding conxpany- 




WKth the rec^ncnt addressing infonnation placed back into the xnes^ge body so that 
the intsnded rectpieot (the origmatoz') jcaay be ideotified for delrveiy. 
The properti^ of the teply message at this point are — 



Format 


Tern menage mobile tenmnated 


'Desti£[^d£rAddre$$ ' 


+44 7879 123456 


Odginatuig address 


+44780012345$ 


Content 


42S4.W!I1 meet at 08:30 



5 



The GcspoE^e network mail acpplicatioii cau then use the mess^e ccmcent to deliver 
this message to the usex assodiated with identity 4254. 

In an alternative embodiment, tiie message is conv^ed 1^ the SMS Rooter to estpsJl 
10 format and delivered to the corporate network email system of tibe corresponding 
company, with su£Gcient addre^^ng information so that the intended redpient (the 
origmator) may be ideidified for delivery. 
The {TOpeitiesoftbereiib'' message at this point in^^ be — 



Fotmai 


Email 


Destiuaadon Address 


4254@companyeinaildomain.com 


QrigiTiatiiig address 


■HI47S00123456 


Content 


Will meet at 08:30 



15 

la these way. bi-diiectional communication may be achieved betwera a corporate 
LAN user and a mobUe telephone user. 

The invention also penniis the mobile user to ori^nate messages that are destined for 
20 the user on the corporate LAN. ByoiiginatiiigamessageHiftefoUowingtbnnat, and 
nhftnging his setvice centre address to the global title of the SMS Router th^ 



corresponds to the desired corporate network, behaviour is thsjx tibe $ame as for a reply 
as poreviously described, hi diis case a white list of CLIs that are permitted to use any 
givea corporate netwoiic pre-assigned SM5C address is desirable to prevent spoofing. 

The ptoperdes of tihe oiiginaxed message are — 



Foimar 


Text mesrage mobile origJnaisd 


SMSC desitinadcm 


Glolial Title of SMS Routers) 
e.g. 07800444444 


Destinatiosii Address 


4254 


Originating address 


-H47800123456 


Content 


Win meet at 08:30 



The examples above have used a ntan^c short code as Ihe identifier of ibe coxpacace 
network user. Alterxiatively other idemifier types could be tised, such as alphanumeric 
names or Ids^ or VPN codes. 
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